
Policy certificate
Insurance effected through the Coverholder: 

CFC Underwriting Limited
85 Gracechurch Street
London EC3V 0AA
United Kingdom

IDENTIFICATION OF INSURER / ACTION AGAINST INSURER

This insurance has been effected in accordance with the authorization granted to the 
Coverholder under the Binding Authority Agreement with the Unique Market Reference stated 
within this Policy. This Policy comprises a Certificate, the Declarations page, Wording and all 
other provisions and conditions attached and any endorsements issued.

In any action to enforce the obligations of the underwriting members of the Lloyd’s syndicates 
they can be designated or named as “Lloyd’s Underwriters” and such designation will be 
binding on the members as if they had each been individually named as defendant. Service of 
such proceedings may validly be made upon the Attorney In Fact in Canada for Lloyd’s 
Underwriters, whose address for such service is 1155 rue Metcalfe, Suite 2220, Montreal, Quebec 
H3B 2V6.

PLEASE NOTE – This notice contains important information. PLEASE READ CAREFULLY.

The liability of an insurer under this contract is several and not joint with other insurers party to 
this contract. An insurer is liable only for the proportion of liability it has underwritten. An 
insurer is not jointly liable for the proportion of liability underwritten by any other insurer. Nor is 
an insurer otherwise responsible for any liability of any other insurer that may underwrite this 
contract.

The proportion of liability under this contract underwritten by an insurer (or, in the case of a 
Lloyd’s syndicate, the total of the proportions underwritten by all the members of the syndicate 
taken together) is shown in this Policy.

In the case of a Lloyd’s syndicate, each member of the syndicate (rather than the syndicate 
itself) is an insurer. Each member has underwritten a proportion of the total shown for the 
syndicate (that total itself being the total of the proportions underwritten by all the members of 
the syndicate taken together). The liability of each member of the syndicate is several and not 
joint with other members. A member is liable only for that member’s proportion. A member is 
not jointly liable for any other member’s proportion. Nor is any member otherwise responsible 
for any liability of any other insurer that may underwrite this contract. The business address of 
each member is Lloyd’s, One Lime Street, London EC3M 7HA. The identity of each member of a 
Lloyd’s syndicate and their respective proportion may be obtained by writing to Market 
Services, Lloyd’s, at the above address.

Although reference is made at various points in this clause to “this contract” in the singular, 
where the circumstances so require this should be read as a reference to contracts in the plural.

THIS POLICY CONTAINS A CLAUSE WHICH MAY LIMIT THE AMOUNT 
PAYABLE



NOTICE

Any notice to the Underwriters may be validly given to: Lloyd Sadd Insurance Brokers Ltd 
Navacord, Suite 700, 10240- 124 Street, Edmonton AB, T5N 3W6, Canada.

In Witness whereof this Certificate has been signed by:

Authorized Official

Please examine this document carefully. If it does not meet your needs, please contact your 
broker immediately. In all communications the policy number appearing overleaf should be 
quoted.
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DECLARATIONS

POLICY NUMBER: ESJ0020825700

THE INSURED: Sonoma Pines Homeowners Mgmt Ltd

ADDRESS: 3999 Sonoma Pines Drive
West Kelowna, BC V4T 2C4
Canada

NAME OF LICENSED CANADIAN 
INTERMEDIARY:

Lloyd Sadd Insurance Brokers Ltd Navacord

THE UNDERWRITERS: Underwritten by certain Lloyd's underwriters and other 
insurers

THE INCEPTION DATE: 00:01 Local Standard Time on 26 Aug 2020

THE EXPIRY DATE: 00:01 Local Standard Time on 26 Aug 2021

TOTAL PAYABLE: CAD1,800.00

Broken down as follows:  

   Premium: CAD1,650.00

   Policy Administration Fee: CAD150.00

BUSINESS OPERATIONS: Property Management company 

LEGAL ACTION: Worldwide

TERRITORIAL SCOPE: Worldwide

REPUTATIONAL HARM PERIOD: 12 months

INDEMNITY PERIOD: 12 months

WAITING PERIOD: 8 hours

RETROACTIVE DATE: Unlimited

OPTIONAL EXTENDED 
REPORTING PERIOD:

12 months for 100% of applicable annualized premium

APPROVED CLAIMS PANEL 
PROVIDERS:

Dolden Wallace Folick
Fasken Martineau
Kivu Consulting
Crowdstrike
Cytelligence
Symantec

CYBER INCIDENT MANAGER: CFC Underwriting Limited

CYBER INCIDENT RESPONSE LINE: In the event of an actual or suspected cyber incident 
please call our Cyber Incident Response Team on the toll 
free 24-hour hotline number: 1800-607-1355 or email 
cyberclaims@cfcunderwriting.com

WORDING: Cyber, Private Enterprise (CA) v3.0

ENDORSEMENTS: Regulatory Statement (CAN)
English Language Agreement Clause

mailto:cyberclaims@cfcunderwriting.com
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DECLARATIONS

THE FOLLOWING INSURING CLAUSES ARE SUBJECT TO AN EACH AND EVERY CLAIM 
LIMIT

INSURING CLAUSE 1: CYBER INCIDENT RESPONSE

SECTION A: INCIDENT RESPONSE COSTS

Limit of liability:
 

CAD1,000,000 each and every claim

Deductible:
 

CAD0 each and every claim

SECTION B: LEGAL AND REGULATORY COSTS

Limit of liability:
 

CAD1,000,000 each and every claim

Deductible:
 

CAD2,500 each and every claim

SECTION C: IT SECURITY AND FORENSIC COSTS

Limit of liability:
 

CAD1,000,000 each and every claim

Deductible:
 

CAD2,500 each and every claim

SECTION D: CRISIS COMMUNICATION COSTS

Limit of liability:
 

CAD1,000,000 each and every claim

Deductible:
 

CAD2,500 each and every claim

SECTION E: PRIVACY BREACH MANAGEMENT COSTS

Limit of liability:
 

CAD1,000,000 each and every claim

Deductible:
 

CAD2,500 each and every claim

SECTION F: THIRD PARTY PRIVACY BREACH MANAGEMENT COSTS

Limit of liability:
 

CAD1,000,000 each and every claim

Deductible:
 

CAD2,500 each and every claim

SECTION G: POST BREACH REMEDIATION COSTS

Limit of liability:
 

CAD50,000 each and every claim, subject to a 
maximum of 10% of all sums we have 
paid as a direct result of the cyber event

Deductible:
 

CAD0 each and every claim
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INSURING CLAUSE 2: CYBER CRIME

SECTION A: FUNDS TRANSFER FRAUD

Limit of liability:
 

CAD250,000 each and every claim

Deductible:
 

CAD2,500 each and every claim

SECTION B: THEFT OF FUNDS HELD IN ESCROW

Limit of liability:
 

CAD250,000 each and every claim

Deductible:
 

CAD2,500 each and every claim

SECTION C: THEFT OF PERSONAL FUNDS

Limit of liability:
 

CAD250,000 each and every claim

Deductible:
 

CAD2,500 each and every claim

SECTION D: EXTORTION

Limit of liability:
 

CAD1,000,000 each and every claim

Deductible:
 

CAD2,500 each and every claim

SECTION E: CORPORATE IDENTITY THEFT

Limit of liability:
 

CAD250,000 each and every claim

Deductible:
 

CAD2,500 each and every claim

SECTION F: TELEPHONE HACKING

Limit of liability:
 

CAD250,000 each and every claim

Deductible:
 

CAD2,500 each and every claim

SECTION G: PUSH PAYMENT FRAUD

Limit of liability:
 

CAD50,000 each and every claim

Deductible:
 

CAD2,500 each and every claim

SECTION H: UNAUTHORISED USE OF COMPUTER RESOURCES

Limit of liability:
 

CAD250,000 each and every claim

Deductible:
 

CAD2,500 each and every claim
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INSURING CLAUSE 3: SYSTEM DAMAGE AND BUSINESS INTERRUPTION

SECTION A: SYSTEM DAMAGE AND RECTIFICATION COSTS

Limit of liability:
 

CAD1,000,000 each and every claim

Deductible:
 

CAD2,500 each and every claim

SECTION B: INCOME LOSS AND EXTRA EXPENSE

Limit of liability:
 

CAD1,000,000 each and every claim, sub-limited to 
CAD1,000,000 in respect of system 
failure

Deductible:
 

CAD2,500 each and every claim

SECTION C: ADDITIONAL EXTRA EXPENSE

Limit of liability:
 

CAD100,000 each and every claim

Deductible:
 

CAD2,500 each and every claim

SECTION D: DEPENDENT BUSINESS INTERRUPTION

Limit of liability:
 

CAD1,000,000 each and every claim, sub-limited to 
CAD1,000,000 in respect of system 
failure

Deductible:
 

CAD2,500 each and every claim

SECTION E: CONSEQUENTIAL REPUTATIONAL HARM

Limit of liability:
 

CAD1,000,000 each and every claim

Deductible:
 

CAD2,500 each and every claim

SECTION F: CLAIM PREPARATION COSTS

Limit of liability:
 

CAD25,000 each and every claim

Deductible:
 

CAD0 each and every claim

SECTION G: HARDWARE REPLACEMENT COSTS

Limit of liability:
 

CAD1,000,000 each and every claim

Deductible:
 

CAD2,500 each and every claim
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THE FOLLOWING INSURING CLAUSES ARE SUBJECT TO AN AGGREGATE LIMIT

INSURING CLAUSE 4: NETWORK SECURITY & PRIVACY LIABILITY

SECTION A: NETWORK SECURITY LIABILITY

Aggregate limit of liability:
 

CAD1,000,000 in the aggregate, including costs and 
expenses

Deductible:
 

CAD2,500 each and every claim, including costs 
and expenses

SECTION B: PRIVACY LIABILITY

Aggregate limit of liability:
 

CAD1,000,000 in the aggregate, including costs and 
expenses

Deductible:
 

CAD2,500 each and every claim, including costs 
and expenses

SECTION C: MANAGEMENT LIABILITY

Aggregate limit of liability:
 

CAD1,000,000 in the aggregate, including costs and 
expenses

Deductible:
 

CAD2,500 each and every claim, including costs 
and expenses

SECTION D: REGULATORY FINES

Aggregate limit of liability:
 

CAD1,000,000 in the aggregate, including costs and 
expenses

Deductible:
 

CAD2,500 each and every claim, including costs 
and expenses

SECTION E: PCI FINES, PENALTIES AND ASSESSMENTS

Aggregate limit of liability:
 

CAD1,000,000 in the aggregate, including costs and 
expenses

Deductible:
 

CAD2,500 each and every claim, including costs 
and expenses

INSURING CLAUSE 5: MEDIA LIABILITY

SECTION A: DEFAMATION

Aggregate limit of liability:
 

CAD1,000,000 in the aggregate, including costs and 
expenses

Deductible:
 

CAD2,500 each and every claim, including costs 
and expenses

SECTION B: INTELLECTUAL PROPERTY RIGHTS INFRINGEMENT

Aggregate limit of liability:
 

CAD1,000,000 in the aggregate, including costs and 
expenses

Deductible:
 

CAD2,500 each and every claim, including costs 
and expenses

INSURING CLAUSE 6: TECHNOLOGY ERRORS AND OMISSIONS

NO COVER GIVEN
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INSURING CLAUSE 7: COURT ATTENDANCE COSTS

Aggregate limit of liability:
 

CAD100,000 in the aggregate

Deductible:
 

CAD0 each and every claim
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SIGNING OF THIS POLICY BY THE LLOYD’S ATTORNEY IN FACT IN CANADA

For the added comfort and security of our policyholders this policy will also be signed by the 
representative of Lloyd’s Underwriters in Canada, the Attorney in Fact.

The policy signed by the Attorney in Fact will replace this document as the official contract of 
insurance between you and us. In the interim this document is your valid policy which you 
should use if you need to make a claim.

CFC Underwriting will act as the sub-agent of the Attorney in Fact for the purpose of 
communicating the policy signed by the Attorney in Fact to you and your broker.

The policy signed by the Attorney in Fact will normally be available from two working days after 
you go on cover with us. To download this policy please click on the link below:

http://aif.cfcunderwriting.com/download/get/52334cae-322d-4bae-acf1-23652f7345fc 

INTENTION FOR AIF TO BIND CLAUSE

Whereas Lloyd’s Underwriters have been granted an order to insure in Canada risks under the 
Insurance companies Act (Canada) and are registered in all provinces and territories in Canada 
to carry on insurance business under the laws of these jurisdictions or to transact insurance in 
these jurisdictions.

And whereas applicants for insurance coverage in respect of risks located in Canada and 
Canadian Cedants wish that Lloyd’s insurance and reinsurance coverage be provided in a 
manner that requires Lloyd’s Underwriters to vest assets in trust in respect of their risks 
pursuant to the Insurance Companies Act (Canada);

a)  This contract shall be in force and shall be the governing contract pending the decision by 
Lloyd’s Underwriters’ attorney and chief agent in Canada (the “AIF”) to confirm coverage in 
accordance with both the terms and conditions set out in this contract and applicable Canadian 
law;

b)  The AIF shall confirm Lloyd’s Underwriters’ coverage by signing in Canada a policy that will 
contain the terms and conditions set out in this contract (the “Canadian Policy”), and by 
communicating from Canada the issuance of that policy to the policyholder or his broker;

c)  This contract shall cease to have effect upon the communication by the AIF from Canada of 
the Canadian Policy to the policyholder or his broker, and the Canadian Policy will replace and 
supersede this contract.

LMA5180

01/11/11 

%3Ccfc-mergefield%20key=%2522documentlink%2522%20/%3E
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OUR REGULATORY STATUS

CFC Underwriting Limited is authorised and regulated by the United Kingdom Financial 
Conduct Authority (FCA). CFC Underwriting Limited’s Firm Registration Number at the FCA is 
312848. These details may be checked by visiting the Financial Conduct Authority website at 
www.fca.org.uk/register/. Alternatively the Financial Conduct Authority may be contacted on 
+44 (0)800 111 6768.

We are covered by the Financial Services Compensation Scheme (FSCS). You may be entitled to 
compensation from the scheme if we cannot meet our obligations to you in respect of 
insurance policies that we have underwritten on behalf of insurers. This depends on the type of 
business and the circumstances of the claim. In respect of general insurance business the FSCS 
will cover 90% of the claim, without any upper limit and for compulsory classes of insurance, the 
FSCS will cover 100% of the claim, without any upper limit. Further information about 
compensation scheme arrangements is available from the FSCS.

DATA PROTECTION NOTICE

We collect and use relevant information about you to provide you with your insurance cover or 
the insurance cover that benefits you and to meet our legal obligations. Where you provide us 
or your agent or broker with details about other people, you must provide this notice to them.

The information we collect and use includes details such as your name, address and contact 
details and any other information that we collect about you in connection with the insurance 
cover from which you benefit. This information may include more sensitive details such as 
information about your health and any criminal convictions you may have.

In certain circumstances, we may need your consent to process certain categories of 
information about you (including sensitive details such as information about your health and 
any criminal convictions you may have). Where we need your consent, we will ask you for it 
separately. You do not have to give your consent and you may withdraw your consent at any 
time. However, if you do not give your consent, or you withdraw your consent, this may affect 
our ability to provide the insurance cover from which you benefit and may prevent us from 
providing cover for you or handling your claims.

The way insurance works means that your information may be shared with, and used by, a 
number of third parties in the insurance sector for example, insurers, agents or brokers, 
reinsurers, loss adjusters, sub-contractors, regulators, law enforcement agencies, fraud and 
crime prevention and detection agencies and compulsory insurance databases. We will only 
disclose your personal information in connection with the insurance cover that we provide and 
to the extent required or permitted by law.

We will process individual insured’s details, as well as any other personal information you 
provide to us in respect of your insurance cover, in accordance with our privacy notice and 
applicable data protection laws.

To enable us to use individual insured’s details in accordance with applicable data protection 
laws, we need you to provide those individuals with certain information about how we will use 
their details in connection with your insurance cover.

You agree to provide to each individual insured this notice, on or before the date that the 
individual becomes an individual insured under your insurance cover or, if earlier, the date that 
you first provide information about the individual to us.

www.fca.org.uk/register/
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We are committed to using only the personal information we need to provide you with your 
insurance cover. To help us achieve this, you should only provide to us information about 
individual insureds that we ask for from time to time.

You have rights in relation to the information we hold about you, including the right to access 
your information. If you wish to exercise your rights, discuss how we use your information or 
request a copy of our full privacy notice, please contact us directly at 
enquiries@cfcunderwriting.com.

For more information about how we use your personal information please see our full privacy 
notice, which is available online on our website at:

http://www.cfcunderwriting.com/privacy

mailto:enquiries@cfcunderwriting.com
http://www.cfcunderwriting.com/privacy
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ENGLISH LANGUAGE AGREEMENT CLAUSE

ATTACHING TO 
POLICY NUMBER:

ESJ0020825700

THE INSURED: Sonoma Pines Homeowners Mgmt Ltd

WITH EFFECT FROM: 26 Aug 2020

 I hereby confirm my request that the present document and any 
other document and correspondence pertaining to the present 
insurance be in the English language.

Je confirme ma demande que le présent document et tout autre 
document et correspondance se rapportant à la présente assurance 
soient en anglais.

 SUBJECT OTHERWISE TO THE TERMS AND CONDITIONS OF THE 
POLICY



CONTRACT NUMBERS AND CORRESPONDING LIST OF INSURERS

POLICY NUMBER: ESJ0020825700

THE INSURED: Sonoma Pines Homeowners Mgmt Ltd

INCEPTION DATE: 26 Aug 2020

Coverage: Cyber & Privacy, Cyber Crime
Premium: CAD1650.0
UMR: B087520C9N5047, of which the insurers are:

Lloyd's syndicates:
One Lime Street, London EC3M 7HA, UK
AXS 1686 25.750000% CAD424.88
ARG 2121 13.500000% CAD222.75
CNP 4444 5.850000% CAD96.52
XLC 2003 8.500000% CAD140.25
ASP 4711 8.000000% CAD132.00
AMA 1200 6.000000% CAD99.00
EVE 2786 3.000000% CAD49.50
MKL 3000 5.000000% CAD82.50
ENH 5151 5.000000% CAD82.50
RNR 1458 1.250000% CAD20.62
AES 1225 1.000000% CAD16.50
CNP 1861 3.150000% CAD51.98

Other insurers:
Zurich Insurance Company 
Ltd 14.000000% CAD231.00 100 King Street West, Suite 5500, 

Toronto, ON, M5X 1C9, CA



Cyber
Private enterprise

Policy document
Canada
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PREAMBLE
 

IMPORTANT: COVERAGE TRIGGERS. It is important for you to review this Policy carefully as the 

trigger for coverage, including when you must notify us of a claim, under each Section and 

Insuring Clause may differ.

This Policy is a contract of insurance between you and us. Your Policy contains all the details of 

the cover that we provide. This Policy consists of and must be read together with the 

Declarations page and any Endorsements. This Policy is not complete unless it is signed and a 

Declarations page is attached.

The sections of this Policy are identified by the blue lines across the page with white upper case 

print, these are for information purposes only and do not form part of the cover given by this 

Policy. Terms in bold upper case print are references to specific Insuring Clauses, Sections or 

Conditions. Other terms in bold lower case print are defined terms and have a special meaning 

as set forth in the Definitions section and elsewhere. Words stated in the singular will include the 

plural and vice versa. However, this protocol does not apply to the Statutory Conditions and 

subsequent Sections.

In consideration of the premium and in reliance upon the information that you have provided to 

us prior to the commencement of this insurance, we agree to provide the cover as set out below:

 

INSURING CLAUSES
 

INSURING CLAUSE 1: CYBER INCIDENT RESPONSE
SECTION A: INCIDENT RESPONSE COSTS

We agree to pay on your behalf any reasonable sums necessarily incurred by you, or on your 

behalf, as a direct result of a cyber event first discovered by you during the period of the policy 

to:

a. gain access to our 24/7 cyber incident response line;

b. engage with our cyber incident manager who will coordinate the initial response;

c. obtain initial advice and consultancy from our cyber incident manager, including threat 

intelligence in relation to the cyber event; and

d. obtain initial remote support and assistance from our cyber incident manager to 

respond to the cyber event.

SECTION B: LEGAL AND REGULATORY COSTS

We agree to pay on your behalf any reasonable sums necessarily incurred by you, or on your 

behalf, as a direct result of a cyber event first discovered by you during the period of the policy 

to:
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a. obtain legal advice to determine the correct course of action;

b. draft privacy breach notification letters, substitute notices, website notices or e-mail 

notification templates;

c. notify any appropriate governmental, regulatory, law enforcement, professional or 

statutory body;

d. respond to any regulatory investigation; and

e. defend any regulatory action.

SECTION C: IT SECURITY AND FORENSIC COSTS

We agree to pay on your behalf any reasonable sums necessarily incurred by you, or on your 

behalf, as a direct result of a cyber event first discovered by you during the period of the policy 

to:

a. engage with an external IT security consultant to identify the source and scope of the 

cyber event;

b. obtain initial advice to remediate the impact of the cyber event;

c. conduct a forensic investigation of your computer systems where reasonable and 

necessary or as required by law or a regulatory body (including a requirement for a PCI 

Forensic Investigator);

d. contain and remove any malware discovered on your computer systems; and

e. engage with an IT security consultant to provide expert witness testimony at any trial or 

hearing arising from the cyber event.

SECTION D: CRISIS COMMUNICATION COSTS

We agree to pay on your behalf any reasonable sums necessarily incurred by you, or on your 

behalf, as a direct result of a cyber event first discovered by you during the period of the policy 

to:

a. engage with a crisis communications consultant to obtain specific advice in direct 

relation to the cyber event;

b. coordinate media relations in response to the cyber event;

c. receive training for relevant spokespeople with respect to media communications in 

direct relation to the cyber event; and

d. formulate a crisis communications plan in order to reduce damage to your brand and 

reputation as a direct result of the cyber event.

SECTION E: PRIVACY BREACH MANAGEMENT COSTS

We agree to pay on your behalf any reasonable sums necessarily incurred by you, or on your 

behalf, as a direct result of a cyber event first discovered during the period of the policy to:

a. print and post appropriate notices for any individual affected by the actual or suspected 

cyber event or to send e-mail notices or issue substitute notices;
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b. provide credit monitoring services, identity monitoring services, identity restoration 

services or identity theft insurance to affected individuals;

c. set up a call centre to manage inbound and outbound calls in direct relation to the cyber 

event; and

d. provide translation services to manage communications with affected individuals.

SECTION F: THIRD PARTY PRIVACY BREACH MANAGEMENT COSTS

We agree to pay on behalf of any third party any reasonable sums necessarily incurred as a 

direct result of a cyber event first discovered by you during the period of the policy to:

a. print and post appropriate notices for any individual affected by the actual or suspected 

cyber event or to send e-mail notices or issue substitute notices;

b. provide credit monitoring services, identity monitoring services, identity restoration 

services or identity theft insurance to affected individuals;

c. set up a call centre to manage inbound and outbound calls in direct relation to the cyber 

event; and

d. provide translation services to manage communications with affected individuals;

provided that you have contractually indemnified the third party against this cyber event and 

they have a legal obligation to notify affected individuals.

SECTION G: POST BREACH REMEDIATION COSTS

We agree to pay on your behalf any reasonable sums necessarily incurred by you, or on your 

behalf, with our cyber incident manager following a cyber event covered under INSURING 

CLAUSE 1 (SECTIONS A, B, C, D, E and F only) for the following services in order to mitigate the 

potential of a future cyber event:

a. complete an information security risk assessment;

b. conduct an information security gap analysis;

c. develop an information security document set; and

d. deliver an information security awareness training session.

INSURING CLAUSE 2: CYBER CRIME
SECTION A: FUNDS TRANSFER FRAUD

We agree to reimburse you for loss first discovered by you during the period of the policy as a 

direct result of any third party committing:

a. any unauthorized electronic transfer of funds from your bank;

b. theft of money or other financial assets from your bank by electronic means;

c. theft of money or other financial assets from your corporate credit cards by electronic 

means; or

d. any phishing, vishing or other social engineering attack against any employee or senior 

executive officer that results in the transfer of your funds to an unintended third party.
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SECTION B: THEFT OF FUNDS HELD IN ESCROW

We agree to reimburse you for loss (including compensation you are required to pay) first 

discovered by you during the period of the policy as a direct result of you having to reimburse 

any third party for theft, committed by a third party by electronic means, of their money or 

other financial assets from a bank account held by you on their behalf.

SECTION C: THEFT OF PERSONAL FUNDS

We agree to reimburse any senior executive officer for personal financial loss first discovered by 

them during the period of the policy as a direct result of any third party compromising the 

company's network security which results in:

a. theft of money or other financial assets from a personal bank account of the senior 

executive officer; or

b. identity theft of the senior executive officer as a result of a privacy breach suffered by 

you.

SECTION D: EXTORTION

We agree to reimburse you for any ransom paid by you, or on your behalf, in response to an 

extortion demand first discovered by you during the period of the policy as a direct result of any 

threat to:

a. introduce malware, or the actual introduction of malware, including Ransomware, into 

your computer systems;

b. prevent access to your computer systems or data or any third party systems hosting 

your applications or data;

c. reveal your confidential information or confidential information entrusted to you; or

d. damage your brand or reputation by posting false or misleading comments about you on 

social media sites.

SECTION E: CORPORATE IDENTITY THEFT

We agree to reimburse you for loss first discovered by you during the period of the policy 

arising as a direct result of the fraudulent use or misuse of your electronic identity including the 

establishment of credit in your name, the electronic signing of any contract, the creation of any 

website designed to impersonate you or the reliance by any third party on a fraudulent version 

of your digital identity.

SECTION F: TELEPHONE HACKING

We agree to reimburse you for loss first discovered by you during the period of the policy as a 

direct result of your telephone system being hacked by a third party including the cost of 

unauthorised calls or unauthorised use of your bandwidth.
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SECTION G: PUSH PAYMENT FRAUD

We agree to reimburse you in the event of fraudulent electronic communications or websites 

designed to impersonate you or any of your products first discovered by you during the period 

of the policy, for:

a. the cost of creating and issuing a specific press release or establishing a specific website 

to advise your customers and prospective customers of the fraudulent communications; 

and

b. the cost of reimbursing your existing customers for their financial loss arising directly 

from the fraudulent communications, including fraudulent invoices manipulated to 

impersonate you; and

c. your income loss sustained following your discovery of the fraudulent communications 

as a direct result of the fraudulent communications; and

d. external costs associated with the removal of websites designed to impersonate you.

SECTION H: UNAUTHORISED USE OF COMPUTER RESOURCES

We agree to reimburse you for loss first discovered by you during the period of the policy as a 

direct result of cryptojacking or botnetting.

INSURING CLAUSE 3: SYSTEM DAMAGE AND BUSINESS INTERRUPTION
SECTION A: SYSTEM DAMAGE AND RECTIFICATION COSTS

We agree to reimburse you for the additional cost of employing:

a. contract staff or overtime costs for employees to rebuild your data, including the cost of 

data re-entry or data re-creation;

b. specialist consultants, including IT forensic consultants, to recover your data or 

applications; and

c. specialist consultants or overtime costs for employees working within your IT 

department to reconstitute your computer systems to the position they were in 

immediately prior to the cyber event;

reasonably and necessarily incurred as a direct result of a cyber event first discovered by you 

during the period of the policy.

SECTION B: INCOME LOSS AND EXTRA EXPENSE

We agree to reimburse you for your income loss and extra expense during the indemnity 

period as a direct result of an interruption to your business operations caused by computer 

systems downtime arising directly out of a cyber event or system failure which is first 

discovered by you during the period of the policy, provided that the computer systems 

downtime lasts longer than the waiting period.
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SECTION C: ADDITIONAL EXTRA EXPENSE

We agree to reimburse you for any reasonable sums necessarily incurred during the indemnity 

period that are in addition to your normal operating expenses and the extra expense 

recoverable under INSURING CLAUSE 3 (SECTION B only):

a. to source your products or services from alternative sources in order to meet contractual 

obligations to supply your customers;

b. to employ contract staff or overtime costs for employees in order to continue your 

business operations;

c. to employ specialist consultants, including IT forensic consultants to diagnose the source 

of the computer systems downtime; and

d. for employees working overtime within your IT department to diagnose and fix the 

source of the computer systems downtime;

to mitigate an interruption to your business operations caused by computer systems 

downtime arising directly out of a cyber event or system failure which is first discovered by you 

during the period of the policy, provided that the computer systems downtime lasts longer 

than the waiting period.

SECTION D: DEPENDENT BUSINESS INTERRUPTION

We agree to reimburse you for your income loss and extra expense sustained during the 

indemnity period as a direct result of an interruption to your business operations arising 

directly out of any sudden, unexpected and continuous outage of computer systems used 

directly by a supply chain partner which is first discovered by you during the period of the 

policy, provided that the computer systems downtime lasts longer than the waiting period and 

arises directly out of any cyber event or system failure.

SECTION E: CONSEQUENTIAL REPUTATIONAL HARM

We agree to reimburse you for your income loss sustained during the reputational harm 

period as a direct result of the loss of current or future customers caused by damage to your 

reputation as a result of a cyber event first discovered by you during the period of the policy.

SECTION F: CLAIM PREPARATION COSTS

We agree to pay on your behalf any reasonable sums necessarily incurred to determine the 

amount of your income loss sustained following an interruption to your business operations 

covered under INSURING CLAUSE 3 (SECTIONS A, B, C, D and E only). We will only pay these 

costs where they are incurred with an independent expert appointed by the cyber incident 

manager.

SECTION G: HARDWARE REPLACEMENT COSTS

We agree to pay on your behalf any reasonably sums necessarily incurred to replace any 

computer hardware or tangible equipment forming part of your computer systems that have 
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been damaged as a direct result of a cyber event first discovered by you during the period of 

the policy, provided that replacing the computer hardware or tangible equipment is a more 

time efficient and cost effective solution than installing new firmware or software onto your 

existing hardware.

INSURING CLAUSE 4: NETWORK SECURITY & PRIVACY LIABILITY
SECTION A: NETWORK SECURITY LIABILITY

We agree to pay on your behalf all sums which you become legally obliged to pay (including the 

establishment of any consumer redress fund and associated expenses) as a result of any claim 

arising out of a cyber event first discovered by you during the period of the policy that results 

in:

a. the transmission of malware to a third party's computer system;

b. your computer systems being used to carry out a denial of service attack;

c. your failure to prevent unauthorised access to information stored or applications hosted 

on your computer systems or a third party's computer systems; and

d. identity theft, experienced by your employees, senior executive officers or any third 

party.

We will also pay costs and expenses on your behalf.

SECTION B: PRIVACY LIABILITY

We agree to pay on your behalf all sums which you become legally obliged to pay (including the 

establishment of any consumer redress fund and associated expenses) as a result of any claim 

arising out of a cyber event first discovered by you during the period of the policy that results 

in:

a. an actual or suspected disclosure of or unauthorized access to any Personally Identifiable 

Information (PII), including payment card information or Protected Health Information 

(PHI);

b. your failure to adequately warn affected individuals of a privacy breach, including the 

failure to provide a data breach notification in a timely manner;

c. a breach of any rights of confidentiality as a direct result of your failure to maintain the 

confidentiality of any data pertaining to an employee or a senior executive officer;

d. a breach of any rights of confidentiality, including a breach of any provisions of a non-

disclosure agreement or breach of a contractual warranty relating to the confidentiality of 

commercial information, PII, or PHI;

e. a breach of any part of your privacy policy; or

f. actual or suspected disclosure of or unauthorized access to your data or data for which 

you are responsible.

We will also pay costs and expenses on your behalf.
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SECTION C: MANAGEMENT LIABILITY

We agree to pay on behalf of any senior executive officer all sums they become legally obliged 

to pay as a result of any claim made against them arising directly out of a cyber event first 

discovered by you during the period of the policy.

We will also pay costs and expenses on behalf of your senior executive officers.

However, we will not make any payment under this Section for which the senior executive 

officer is entitled to indemnity under any other insurance, except for any additional sum which is 

payable over and above the other insurance.

SECTION D: REGULATORY FINES

We agree to pay on your behalf any fines and penalties resulting from a regulatory 

investigation arising as a direct result of a cyber event first discovered by you during the period 

of the policy.

We will also pay costs and expenses on your behalf.

SECTION E: PCI FINES, PENALTIES AND ASSESSMENTS

We agree to pay on your behalf any fines, penalties and card brand assessments including fraud 

recoveries, operational reimbursements, non-cooperation costs and case management fees 

which you become legally obliged to pay your acquiring bank or payment processor as a direct 

result of a payment card breach first discovered by you during the period of the policy.

We will also pay costs and expenses on your behalf.

INSURING CLAUSE 5: MEDIA LIABILITY
SECTION A: DEFAMATION

We agree to pay on your behalf all sums which you become legally obliged to pay (including 

liability for claimants' costs and expenses) as a result of any claim first made against you during 

the period of the policy for any:

a. defamation, including but not limited to libel, slander, trade libel, product disparagement 

and injurious falsehood; or

b. emotional distress or outrage based on harm to the character or reputation of any person 

or entity;

arising out of any media content.

We will also pay costs and expenses on your behalf.
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SECTION B: INTELLECTUAL PROPERTY RIGHTS INFRINGEMENT

We agree to pay on your behalf all sums which you become legally obliged to pay (including 

liability for claimants' costs and expenses) as a result of any claim first made against you during 

the period of the policy for any:

a. infringement of any intellectual property rights, including, but not limited to, copyright, 

trademark, trade dilution, trade dress, commercial rights, design rights, domain name 

rights, image rights, moral rights, service mark or service name, but not including patent;

b. act of passing-off, piracy or plagiarism or any misappropriation of content, concepts, 

format rights or ideas or breach of a contractual warranty relating to intellectual property 

rights;

c. breach of any intellectual property rights license acquired by you; or

d. failure to attribute authorship or provide credit;

arising out of any media content.

We will also pay costs and expenses on your behalf.

INSURING CLAUSE 6: TECHNOLOGY ERRORS AND OMISSIONS

We agree to pay on your behalf all sums which you become legally obliged to pay (including 

liability for claimants' costs and expenses) as a result of any claim first made against you during 

the period of the policy arising out of any act, error, omission or breach of contract in the 

provision of your technology services.

We will also pay costs and expenses on your behalf.

INSURING CLAUSE 7: COURT ATTENDANCE COSTS

We agree to reimburse you for any reasonable sums necessarily incurred by you with our prior 

written agreement (which will not be unreasonably withheld) to attend court or any tribunal, 

arbitration, adjudication, mediation or other hearing in connection with any claim for which you 

are entitled to indemnity under this Policy.

 

HOW MUCH WE WILL PAY
 

YOUR MAXIMUM LIMITS UNDER THIS POLICY

The maximum amount payable by us under this Policy for any one claim or series of related 

claims is the policy limit plus the incident response limit.

The maximum amount payable by us under any Insuring Clause for any one claim or series of 

related claims is the amount shown as the limit in the Declarations page for that Insuring Clause.
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The maximum amount payable by us under any Section for any one claim or series of related 

claims is the amount shown as the limit in the Declarations page for that Section.

YOUR MAXIMUM LIMIT FOR RELATED INCIDENTS

Where more than one claim arises from the same original cause or single source or event, all of 

those claims will be deemed to be one claim and only one policy limit and one incident 

response limit will apply in respect of that claim.

In the event that cover is provided under multiple Insuring Clauses or multiple Sections for any 

one claim, only one policy limit and one incident response limit will apply in total for that claim.

YOUR AGGREGATE LIMIT FOR LIABILITY CLAIMS

In respect of INSURING CLAUSES 4, 5, 6 and 7, the maximum amount payable under this Policy 

in total aggregate will be the policy limit.

In respect of INSURING CLAUSES 4, 5, 6 and 7, we may at any time pay to you in connection with 

any claim the amount of the policy limit (after deduction of any amounts already paid). Upon 

that payment being made we will relinquish the conduct and control of the claim and be under 

no further liability in connection with that claim except for the payment of costs and expenses 

incurred prior to the date of such payment (unless the policy limit is stated to be inclusive of 

costs and expenses).

If costs and expenses are stated in the Declarations page to be in addition to the policy limit 

plus the incident response limit, or if the operation of local laws require costs and expenses to 

be paid in addition to the policy limit plus the incident response limit, and if a damages 

payment in excess of the policy limit plus the incident response limit has to be made to dispose 

of any claim, our liability for costs and expenses will be in the same proportion as the policy 

limit plus the incident response limit bears to the total amount of the damages payment.

 

YOUR DEDUCTIBLE
 

We will only be liable for that part of each and every claim which exceeds the amount of the 

deductible. If any expenditure is incurred by us which falls within the amount of the deductible, 

then you will reimburse that amount to us upon our request.

Where more than one claim arises from the same original cause or single source or event all of 

those claims will be deemed to be one claim and only one deductible will apply.

In respect of INSURING CLAUSE 3 (SECTION B and D only), a single waiting period, deductible 

and indemnity period will apply to each claim. Where the same original cause or single source 

or event causes more than one period of computer systems downtime these will be considered 
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one period of computer systems downtime whose total duration is equal to the cumulative 

duration of each individual period of computer systems downtime.

Where cover is provided under multiple Sections or multiple Insuring Clauses only one 

deductible will apply to that claim and this will be the highest deductible of the Sections under 

which cover is provided.

 

DEFINITIONS
 

1. "Approved claims panel providers" means

the approved claims panel providers stated in the declarations page.

2. "Botnetting" means

the unauthorised use of your computer systems by a third party for the purpose of 

launching a denial of service attack or hacking attack against another third party.

3. "Business operations" means

the business operations stated in the Declarations page.

4. "Claim" means

a. a written demand for compensation;

b. a written request for a retraction or a correction;

c. a threat or initiation of a lawsuit; or

d. a disciplinary action or regulatory investigation.

made against you.

5. "Client" means

any third party with whom you have a contract in place for the supply of your business 

services in return for a fee, or where a fee would normally be expected to be paid.

6. "Company" means

the company named as the Insured in the Declarations page or any subsidiary.

7. "Computer systems" means

all electronic computers used directly by you, including operating systems, software, 

hardware and all communication and open system networks and any data or websites 

wheresoever hosted, off-line media libraries and data back-ups and mobile devices including 

but not limited to smartphones, iPhones, tablets or personal digital assistants.
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8. "Continuity date" means

the inception date or if you have maintained uninterrupted insurance of the same type with 

us, the date this insurance was first incepted with us.

9. "Costs and expenses" means

a. third party legal and professional expenses (including disbursements) reasonably 

incurred in the defence of claims or circumstances which could reasonably be 

expected to give rise to a claim or in quashing or challenging the scope of any 

injunction, subpoena or witness summons;

b. any post judgment interest; and

c. the cost of appeal, attachment and similar bonds including bail and penal bonds.

Subject to all costs and expenses being incurred with the cyber incident manager's prior 

written agreement.

10. "Cryptojacking" means

the unauthorised use of your computer systems by a third party for the sole purpose of 

cryptocurrency mining activities.

11. "Cyber event" means

any actual or suspected unauthorised system access, electronic attack or privacy breach, 

including denial of service attack, cyber terrorism, hacking attack, Trojan horse, phishing 

attack, man-in-the-middle attack, application-layer attack, compromised key attack, malware 

infection (including spyware or Ransomware) or computer virus.

Cyber event does not mean system failure.

12. "Cyber incident manager" means

the company or individual named as the cyber incident manager in the Declarations page.

13. "Cyber incident response line" means

the telephone number stated as the cyber incident response line in the Declarations page.

14. "Deductible" means

the amount stated as the deductible in the Declarations page.

15. "Employee" means

any employee of the company, any volunteer working for the company and any individual 

working for the company as an independent contractor.

"Employee" does not mean any senior executive officer.

16. "Expiry date" means

the expiry date stated in the Declarations page.
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17. "Extra expense" means

your reasonable sums necessarily incurred in addition to your normal operating expenses to 

mitigate an interruption to and continue your business operations, provided that the costs 

are less than your expected income loss sustained had these measures not been taken.

18. "Inception date" means

the inception date stated in the Declarations page.

19. "Incident response limit" means

the highest individual limit available where cover is applicable under INSURING CLAUSE 1 as 

stated in the Declarations page.

20. "Income loss" means

your income that, had the cyber event or system failure which gave rise to the claim not 

occurred, would have been generated directly from your business operations (less sales tax) 

during the indemnity period or reputational harm period, less:

a. actual income (less sales tax) generated directly from your business operations 

during the indemnity period or reputational harm period; and

b. any cost savings achieved as a direct result of the reduction in income.

21. "Indemnity period" means

the period starting from the first occurrence of:

a. the computer systems downtime; or

b. the downtime of computer systems used directly by a supply chain partner;

and lasting for the period stated as the indemnity period in the Declarations page.

22. "Loss" means

any direct financial loss sustained by the company.

23. "Media content" means

any content created or disseminated by you or on your behalf, including but not limited to 

content disseminated through books, magazines, brochures, social media, billboards, 

websites, mobile applications, television and radio.

"Media content" does not include any:

a. tangible product design;

b. industrial design;

c. architectural or building services;

d. any advertisement created by you for a third party;

e. business, company, product or trading name;



14

CFC Underwriting Limited is Authorized and Regulated by the Financial Conduct Authority 
©1999-2020 CFC Underwriting Ltd, All Rights Reserved Cyber, Private Enterprise v3.0

f. product packaging or labelling; or

g. software products.

24. "Payment card breach" means

an actual or suspected unauthorised disclosure of payment card data stored or processed by 

you arising out of an electronic attack, accidental disclosure or the deliberate actions of a 

rogue employee.

"Payment card breach" does not mean a situation where payment card data is deliberately 

shared with or sold to a third party with the knowledge and consent of a senior executive 

officer.

25. "Period of the policy" means

the period between the inception date and the expiry date or until the Policy is canceled in 

accordance with CONDITION 5

26. "Policy limit" means

the highest individual limit available where cover is applicable under any Insuring Clause or 

Section as stated in the Declarations page.

27. "Premium" means

the amount stated as the premium in the Declarations page and any subsequent 

adjustments.

28. "Privacy breach" means

an actual or suspected unauthorised disclosure of information arising out of an electronic 

attack, accidental disclosure, theft or the deliberate actions of a rogue employee or third 

party.

"Privacy breach" does not mean a situation where information is deliberately shared with or 

sold to a third party with the knowledge and consent of a senior executive officer.

29. "Regulatory investigation" means

a formal hearing, official investigation, examination, inquiry, legal action or any other similar 

proceeding initiated by a governmental, regulatory, law enforcement, professional or 

statutory body against you.

30. "Reputational harm period" means

the period starting from when the cyber event is first discovered and lasting for the period 

stated as the reputational harm period in the Declarations page.

31. "Senior executive officer" means

board members, C-level executives, in-house lawyers and risk managers of the company.
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32. "Subsidiary" means

any entity in which the company has majority ownership of on or before the inception date.

33. "Supply chain partner" means

any:

a. third party that provides you with hosted computing services including infrastructure, 

platform, file storage and application level services; or

b. third party listed as a supply chain partner in an endorsement attaching to this policy 

which we have issued.

34. "System failure" means

any sudden, unexpected and continuous downtime of your computer systems which 

renders them incapable of supporting their normal business function and is caused by an 

application bug, an internal network failure or hardware failure.

However, in respect of INSURING CLAUSE 3 (SECTION D only), system failure also means any 

sudden, unexpected and continuous downtime of computer systems used directly by a 

supply chain partner which renders them incapable of supporting their normal business 

function and is caused by an application bug, an internal network failure or hardware failure.

System failure does not mean a cyber event.

35. "Technology services" means

means the supply by you of technology services to your client, including but not limited to 

hardware, software, data processing, internet services, data and application hosting, 

computer systems analysis, consulting, training, programming, installation, integration, 

support and network management.

36. "Third party" means

any person who is not an employee or any legal entity that is not the company.

37. "Waiting period" means

the number of hours stated as the waiting period in the Declarations page.

38. "We/our/us" means

the underwriters stated in the Declarations page.

39. "You/your" means

the company, employees and senior executive officers solely acting in the normal course of 

the company's business operations.



16

CFC Underwriting Limited is Authorized and Regulated by the Financial Conduct Authority 
©1999-2020 CFC Underwriting Ltd, All Rights Reserved Cyber, Private Enterprise v3.0

 

EXCLUSIONS
 

We will not make any payment under this Policy:

EXCLUSIONS RELATING TO SYSTEM DAMAGE AND BUSINESS INTERRUPTION
In respect of INSURING CLAUSE 3 only: 

1. Business interruption liability

for that part of any claim that constitutes actual or alleged liability to a third party, or legal 

costs in the defence of any claim, including customer compensation.

EXCLUSIONS RELATING TO ALL INSURING CLAUSES

2. Antitrust

in respect of INSURING CLAUSES 5 and 6, for or arising out of any actual or alleged antitrust 

violation, restraint of trade, unfair competition, false, deceptive or unfair trade practices, 

violation of consumer protection laws or false or deceptive advertising.

3. Associated companies

a. in respect of any claim made by any company, firm or partnership in which the 

company has greater than a 10% executive or financial interest, unless the claim 

emanates from an independent third party;

b. in respect of any claim made by any company, firm, partnership or individual which 

has greater than a 10% executive or financial interest in the company, unless the claim 

emanates from an independent third party;

c. arising out of or resulting from any of your activities as a trustee, partner, officer, 

director or employee of any employee trust, charitable organization, corporation, 

company or business other than that of the company; or

d. in respect of any claim made by or on behalf of the company against a third party.

4. Betterment

which results in you being in a better financial position or you benefitting from upgraded 

versions of your computer systems as a direct result of the event which gave rise to the claim 

under this policy.

However, in the event of a hacking attack, malware infection or computer virus, when 

rebuilding your computer systems we will pay the additional costs and expenses incurred to 

install a more secure and efficient version of the affected computer system, provided that the 

maximum amount we will pay is 25% more than the cost that would have been incurred to 

repair or replace the original model or license. Under no circumstances will we pay the cost of 

acquiring or installing computer systems which did not form a part of your computer 

systems immediately prior to the incident which gave rise to the claim.
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This Exclusion will not apply to INSURING CLAUSES 1 (SECTION G only) and 3 (SECTION G 

only).

5. Bodily injury and property damage

arising directly or indirectly out of bodily injury, or tangible property damage.

However, this Exclusion will not apply to INSURING CLAUSES 4 (SECTIONS A, B and C only) 

and 5 for any claim as a direct result of mental injury or emotional distress.

6. Chargebacks

for any credit card company or bank, wholly or partially, reversing or preventing a payment 

transaction, unless specifically covered under INSURING CLAUSE 4 (SECTION E only) for 

which you have purchased coverage.

7. Core internet infrastructure failure

arising directly from a failure, material degradation or termination of any core element of the 

internet, telecommunications or GPS infrastructure that results in a regional, countrywide or 

global outage of the internet or core telecommunications network, including a failure of the 

core DNS root servers, satellite network or the IP addressing system or an individual state or 

non-state actor turning off all or part of the internet.

8. Domain name suspension or revocation

arising directly or indirectly from the suspension, cancellation, revocation or failure to renew 

any of your domain names or uniform resource locators.

9. Insolvency

arising out of or relating directly or indirectly to your insolvency or bankruptcy, or the 

insolvency or bankruptcy of any third party. However, your insolvency will not relieve us of 

any of our legal obligations under this contract of insurance where this insolvency does not 

give rise to a claim under this Policy.

10. Known claims and circumstances

arising out of any actual or suspected cyber event, claim or circumstance which might give 

rise to a claim under this Policy of which a senior executive officer was aware of, or ought 

reasonably to have been aware of, prior to the continuity date, including any claim or 

circumstance notified to any other insurer.

11. Liquidated damages, service credits and penalty clauses

for liquidated damages or service credits, or arising out of penalty clauses unless you would 

have been liable in the absence of any contract stipulating the liquidated damages or service 

credits or penalty clauses.
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12. Loss of economic value

for the reduction in economic or market value (including loss of potential future sales) of any 

of your intellectual property assets.

13. Management liability

for any sums that your senior executive officers become legally obliged to pay, including 

costs and expenses, as a result of any claim made against them arising out of a cyber event.

However, this Exclusion will not apply to INSURING CLAUSE 4 (SECTION C only).

14. Misleading advertising

arising directly or indirectly from any advertisement, promotion or product description that is 

actually or alleged to be false or misleading.

15. Nuclear

arising directly or indirectly from or contributed to by:

a. ionizing radiations or contamination by radioactivity from any nuclear fuel or from any 

nuclear waste from the combustion of nuclear fuel; or

b. the radioactive, toxic, explosive or other hazardous properties of any explosive nuclear 

assembly or nuclear component.

16. Patent infringement

arising directly or indirectly out of the actual or alleged infringement of any patent or 

inducing the infringement of any patent.

17. Payment card industry related fines, penalties and assessments

for fines, penalties and card brand assessments, including fraud recoveries, operational 

reimbursements, non-cooperation costs and case management fees which you become 

legally obliged to pay your acquiring bank or payment processor as a direct result of a 

payment card breach.

However, this Exclusion will not apply to INSURING CLAUSE 4 (SECTION E only).

18. Power and utility failure

arising directly or indirectly from any:

a. failure in the power supply, including that caused by any surge or spike in voltage, 

electrical current or transferred energy; or

b. failure, disruption or reduction in the supply of utilities, including but not limited to gas 

and water infrastructure or services.
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19. Product IP infringement

arising directly or indirectly from the actual or alleged theft or misappropriation of any trade 

secret by an employee from a former employer of theirs or infringement of any intellectual 

property right by any product manufactured, designed, formulated, licensed, distributed, or 

sold by you or the misappropriation of any trade secret by you or a third party.

20. Professional liability

arising directly out of any negligent advice or professional services provided to a client for a 

fee except when arising directly from a cyber event.

However, this Exclusion will not apply to INSURING CLAUSE 6.

21. Property and hardware costs

for any tangible property repair or replacement including the cost of repairing any hardware 

or replacing any tangible property or equipment that forms part of your computer systems.

However, this Exclusion will not apply to INSURING CLAUSE 3 (SECTION G only).

22. Regular hours staff costs

for contracted salary and bonus costs paid to employees or senior executive officers.

23. Sanctions

or will be deemed to provide any cover, to the extent that the provision of such payment or 

cover will expose us to any sanction, prohibition or restriction under the United Nations 

resolutions or the trade or economic sanctions, laws or regulations of Australia, Canada, the 

European Union, United Kingdom or United States of America.

24. Terrorism

arising directly or indirectly out of:

a. any act or threat of force or violence by an individual or group, whether acting alone or 

on behalf of or in connection with any organization or government, committed for 

political, religious, ideological or similar purposes including the intention to influence 

any government or to put the public, or any section of the public, in fear; or

b. any action taken in controlling, preventing, suppressing or in any way relating to a. 

above.

However, this Exclusion does not apply to a cyber event affecting your computer systems or 

a supply chain partner's computer systems.

25. Theft of funds held in escrow

for theft of money or other financial assets belonging to a third party from a bank account 

held by you on their behalf.
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However, this Exclusion will not apply to INSURING CLAUSE 2 (SECTION B only).

26. Uninsurable fines

for fines, penalties, civil or criminal sanctions or multiple, punitive or exemplary damages, 

unless insurable by law.

27. Unlawful surveillance

in respect of any actual or alleged eavesdropping, wiretapping, or unauthorized audio or 

video recording committed by you or by a third party on your behalf with the knowledge and 

consent of your senior executive officers.

28. Unsolicited communications

arising directly or indirectly from any actual or alleged violation of:

a. the CAN-SPAM Act of 2003 or any subsequent amendments to that Act;

b. the Telephone Consumer Protection Act (TCPA) of 1991 or any subsequent 

amendments to that Act; or

c. any other law, regulation or statute relating to unsolicited communication, 

distribution, sending or transmitting of any communication via telephone or any other 

electronic or telecommunications device.

However, this Exclusion will not apply to INSURING CLAUSE 4 (SECTION A only).

29. War

arising directly or indirectly out of:

a. war, invasion, acts of foreign enemies, hostilities or warlike operations (whether war is 

declared or not), civil war, rebellion, insurrection, civil commotion assuming the 

proportions of or amounting to an uprising, military or usurped power; or

b. any action taken in controlling, preventing, suppressing or in any way relating to a. 

above.

30. Wilful or dishonest acts of senior executive officers

arising directly or indirectly out of any wilful, criminal, malicious or dishonest act, error or 

omission by a senior executive officer as determined by final adjudication, arbitral tribunal or 

written admission.

 

CONDITIONS
 

1. What you must do if an incident takes place

If any senior executive officer becomes aware of any incident which may reasonably be 

expected to give rise to a claim under this Policy, you must:
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a. other than in accordance with CONDITION 2, notify the cyber incident manager as 

soon as is reasonably practicable and follow their directions. However, this notification 

must be made no later than the end of any applicable extended reporting period. A 

telephone call to our cyber incident response line or confirmed notification via our 

cyber incident response app will constitute notification to the cyber incident 

manager;

b. in respect of INSURING CLAUSE 2 (SECTIONS A, B and C only), report the incident to 

the appropriate law enforcement authorities; and

c. in respect of INSURING CLAUSES 4, 5 and 6, not admit liability for or settle or make or 

promise any payment or incur any costs and expenses without our prior written 

agreement (which will not be unreasonably withheld).

Due to the nature of the coverage offered by this Policy, any unreasonable delay by you in 

notifying the cyber incident manager could lead to the size of the claim increasing or to our 

rights of recovery being restricted. We will not be liable for that portion of any claim that is 

due to any unreasonable delay in you notifying the cyber incident manager of any incident 

in accordance with this clause. However, if you are prevented from notifying us by a legal or 

regulatory obligation then your rights under this Policy will not be affected.

If you discover a cyber event you may only incur costs without our prior written consent 

within the first 72 hours following the discovery and any third party costs incurred must be 

with a company forming part of the approved claims panel providers. All other costs may 

only be incurred with the prior written consent of the cyber incident manager (which will not 

be unreasonably withheld).

2. What you must do in the event of a circumstance which could give rise to a claim

In respect of INSURING CLAUSES 5 and 6, should a senior executive officer become aware 

of:

a. a situation during the period of the policy that could give rise to a claim; or

b. an allegation or complaint made or intimated against you during the period of the 

policy;

then you have the option of whether to report this circumstance to us or not. However, if you 

choose not to report it this circumstance we will not be liable for that portion of any claim 

that is greater than it would have been had you reported this circumstance.

If you choose to report this circumstance you must do so no later than the end of any 

applicable extended reporting period for it to be considered under this Policy and we will 

require you to provide full details of the circumstance, including but not limited to:

a. the time, place and nature of the circumstance;

b. the manner in which you first became aware of this circumstance;
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c. the reasons why you believe that this circumstance could give rise to a claim;

d. the identity of the potential claimant; and

e. an indication as to the size of the claim that could result from this circumstance.

Any subsequent claim arising directly from this circumstance will be deemed to have been 

made at the time this circumstance was notified to us and we will regard this claim as having 

been notified under this Policy.

3. Additional insureds

We will indemnify any third party as an additional insured under this Policy, but only in 

respect of sums which they become legally obliged to pay (including liability for claimants' 

costs and expenses) as a result of a claim arising solely out of an act, error or omission 

committed by you, provided that:

a. you contracted in writing to indemnify the third party for the claim prior to it first 

being made against them; and

b. had the claim been made against you, then you would be entitled to indemnity under 

this Policy.

Before we indemnify any additional insured they must:

a. prove to us that the claim arose solely out of an act, error or omission committed by 

you; and

b. fully comply with CONDITION 1 as if they were you.

Where a third party is treated as an additional insured as a result of this Condition, any claim 

made by that third party against you will be treated by us as if they were a third party and 

not as an insured.

4. Agreement to pay claims (duty to defend)

We have the right and duty to take control of and conduct in your name the investigation, 

settlement or defence of any claim. We will not have any duty to pay costs and expenses for 

any part of a claim that is not covered by this Policy.

You may ask the cyber incident manager to consider appointing your own lawyer to defend 

the claim on your behalf and the cyber incident manager may grant your request if they 

consider your lawyer is suitably qualified by experience, taking into account the subject 

matter of the claim, and the cost to provide a defence.

We will endeavour to settle any claim through negotiation, mediation or some other form of 

alternative dispute resolution and will pay on your behalf the amount we agree with the 

claimant. If we cannot settle using these means, we will pay the amount which you are found 

liable to pay either in court or through arbitration proceedings, subject to the policy limit and 

incident response limit.
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We will not settle any claim without your consent. If you refuse to provide your consent to a 

settlement recommended by us and elect to continue legal proceedings in connection with 

the claim, any further costs and expenses incurred will be paid by you and us on a 

proportional basis, with 80% payable by us and 20% payable by you. As a consequence of your 

refusal, our liability for the claim, excluding costs and expenses, will not be more than the 

amount for which the claim could have been settled.

5. Cancellation

This Policy may be cancelled with 30 days written notice by either you or us.

If you give us notice of cancellation, the return premium will be in proportion to the number 

of days that the Policy is in effect. However, if you have made a claim under this Policy there 

will be no return premium.

If we give you notice of cancellation, the return premium will be in proportion to the number 

of days that the Policy is in effect.

We also reserve the right of cancellation in the event that any amount due to us by you 

remains unpaid more than 60 days beyond the inception date. If we exercise this right of 

cancellation it will take effect from 14 days after the date the written notice of cancellation is 

issued.

The Policy Administration Fee will be deemed fully earned upon inception of the Policy.

6. Continuous cover

If you have neglected, through error or oversight only, to report an incident discovered by you 

that might give rise to a claim under this Policy during the period of a previous renewal of this 

Policy issued to you by us, then provided that you have maintained uninterrupted insurance 

of the same type with us since the expiry of that earlier Policy, then, notwithstanding 

EXCLUSION 10, we will permit the matter to be reported under this Policy and we will 

indemnify you, provided that:

a. the indemnity will be subject to the applicable limit of liability of the earlier Policy 

under which the matter should have been reported or the policy limit plus the 

incident response limit, whichever is the lower;

b. we may reduce the indemnity entitlement by the monetary equivalent of any 

prejudice which has been suffered as a result of the delayed notification; and

c. the indemnity will be subject to all of the terms, Conditions, Definitions and Exclusions 

of this Policy, other than a) above.

7. Extended reporting period

An extended reporting period of 60 days following the expiry date will be automatically 

granted at no additional premium. This extended reporting period will cover, subject to all 

other terms, conditions and exclusions of this Policy:
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a. any claim first made against you during the period of the policy and reported to us 

during this extended reporting period;

b. any cyber event, loss or system failure first discovered by you during the period of 

the policy and reported to us during this extended reporting period; and

c. any circumstance that a senior executive officer became aware of during the period 

of the policy and reports to us during this extended reporting period.

No claim will be accepted by us in this 60 day extended reporting period if you are entitled to 

indemnity under any other insurance, or would be entitled to indemnity under such 

insurance if its limit of liability was not exhausted.

8. Optional extended reporting period

If we or you decline to renew or cancel this Policy then you will have the right to have issued 

an endorsement providing an optional extended reporting period for the duration stated in 

the Declarations page which will be effective from the cancellation or non-renewal date. This 

optional extended reporting period will cover, subject to all other terms, conditions and 

exclusions of this Policy:

a. any claim first made against you and reported to us during this optional extended 

reporting period, provided that the claim arises out of any act, error or omission 

committed prior to the date of cancellation or non-renewal; and

b. any cyber event, loss or system failure first discovered by you during this optional 

extended reporting period, provided that the cyber event, loss or system failure 

occurred during the period of the policy;

If you would like to purchase the optional extended reporting period you must notify us and 

pay us the optional extended reporting period premium stated in the Declarations page 

within 30 days of cancellation or non-renewal.

The right to the optional extended reporting period will not be available to you where 

cancellation or non-renewal by us is due to non-payment of the premium or your failure to 

pay any amounts in excess of the applicable policy limit and incident response limit or 

within the amount of the applicable deductible as is required by this Policy in the payment of 

claims.

At the renewal of this Policy, our quotation of different premium, deductible, limits of liability 

or changes in policy language will not constitute non-renewal by us.
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9. Fraudulent claims

If it is determined by final adjudication, arbitral tribunal or written admission by you, that you 

notified us of any claim knowing it to be false or fraudulent in any way, we will have no 

responsibility to pay that claim, we may recover from you any sums paid in respect of that 

claim and we reserve the right to terminate this Policy from the date of the fraudulent act. If 

we exercise this right we will not be liable to return any premium to you. However, this will 

not affect any claim under this Policy which has been previously notified to us.

10. Innocent non-disclosure

We will not seek to avoid the Policy or reject any claim on the grounds of non-disclosure or 

misrepresentation except where the non-disclosure or misrepresentation was reckless or 

deliberate.

11. Mergers and acquisitions

If you acquire an entity during the period of the policy whose annual revenue does not 

exceed 20% of the company's annual revenue, as stated in its most recent financial 

statements, cover is automatically extended under this Policy to include the acquired entity 

as a subsidiary.

If you acquire an entity during the period of the policy whose annual revenue exceeds 20% of 

the company's annual revenue, as stated in its most recent financial statements, cover is 

automatically extended under this Policy to include the acquired entity as a subsidiary for a 

period of 45 days.

We will consider providing cover for the acquired entity after the period of 45 days if:

a. you give us full details of the entity within 45 days of its acquisition; and

b. you accept any amendment to the terms and conditions of this Policy or agree to pay 

any additional premium required by us.

In the event you do not comply with a. or b. above, cover will automatically terminate for the 

entity 45 days after the date of its acquisition.

Cover for any acquired entity is only provided under this Policy for any act, error or omission 

committed on or after the date of its acquisition.

No cover will be automatically provided under this Policy for any acquired entity:

a. whose business activities are materially different from your business activities;

b. that has been the subject of any lawsuit, disciplinary action or regulatory investigation 

in the 3 year period prior to its acquisition; or

c. that has experienced a cyber event in the 3 year period prior to its acquisition, if the 

cyber event cost more than the highest deductible of this Policy.
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If during the period of the policy you consolidate, merge with or are acquired by another 

entity then all coverage under this Policy will terminate at the date of the consolidation, 

merger or acquisition unless we have issued an endorsement extending coverage, and you 

have agreed to any additional premium and terms of coverage required by us.

12. Our rights of recovery

You must maintain all of your rights of recovery against any third party and make these 

available to us where possible.

We will not exercise any rights of recovery against any employee or senior executive officer, 

unless this is in respect of any fraudulent or dishonest acts or omissions as proven by final 

adjudication, arbitral tribunal or written admission by you.

Any recoveries will be applied in proportion to the amounts paid by you and us.

13. Prior subsidiaries

Should an entity cease to be a subsidiary after the inception date, cover in respect of the 

entity will continue as if it was still a subsidiary during the period of the policy, but only in 

respect of an act, error, omission or event occurring prior to the date that it ceased to be a 

subsidiary.

14. Process for adjustment of business interruption losses

In order to determine the amount of loss following an interruption to your business 

operations covered under INSURING CLAUSE 3 (SECTIONS B, C, D and E only), the cyber 

incident manager will appoint an independent expert agreed between you and us which will 

be paid for by us in accordance with INSURING CLAUSE 3 (SECTION F only).

If an independent expert cannot be agreed upon, one will be appointed by an arbitrator 

mutually agreed between you and us whose decision will be final and binding.

Once an independent expert has been appointed, their calculation of loss will be final and 

binding.

15. Process for paying privacy breach notification costs

Any privacy breach notification transmitted by you or on your behalf must be done with our 

prior written consent. We will ensure that notification is compliant with any legal or 

regulatory requirements and contractual obligations. No offer must be made for financial 

incentives, gifts, coupons, credits or services unless with our prior written consent which will 

only be provided if the offer is commensurate with the risk of harm.

We will not be liable for any portion of the costs you incur under INSURING CLAUSE 1 

(SECTION E only) that exceed the costs that you would have incurred had you gained our 

prior written consent. In the absence of our prior written consent we will only be liable to pay 
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you the equivalent cost of a notification made using the most cost effective means 

permissible under the governing law.

16. Supply chain interruption events

In respect of INSURING CLAUSE 3 (SECTION D only), it is a condition precedent to liability 

under this Policy that you submit to us a written report from the supply chain partner 

confirming the root cause and length of the outage.

17. Choice of law

This Policy will be interpreted under, governed by and construed in all respects in accordance 

with the law of the jurisdiction of the place of registration of the company named as the 

insured in the Declarations page and we and you agree to submit to the exclusive jurisdiction 

of the courts within the territorial limits and jurisdiction of the place of registration of the 

company named as the insured in the Declarations page.

In any action to enforce our obligations under this Policy we can be named as “Lloyd's 

Underwriters” which will be binding on the Lloyd's Underwriters liable under this Policy as if 

we had each been individually named as defendants. Service of these proceedings may be 

made upon the Attorney In Fact in Canada for Lloyd's Underwriters at the address 1155, rue 

Metcalfe, Suite 2220, Montreal, Quebec, H3B 2V6.

 

STATUTORY CONDITIONS
 

1. Misrepresentation

If a person applying for insurance falsely describes the property to the prejudice of the Insurer, 

or misrepresents or fraudulently omits to communicate any circumstance that is material to 

be made known to the Insurer in order to enable it to judge of the risk to be undertaken, the 

contract is void as to any property in relation to which the misrepresentation or omission is 

material.

2. Property of others

Unless otherwise specifically stated in the contract, the Insurer is not liable for loss or damage 

to property owned by any person other than the Insured, unless the interest of the Insured 

therein is stated in the contract.

3. Change of interest

The Insurer is liable for loss or damage occurring after an authorized assignment under the 

Bankruptcy Act or change of title by succession, by operation of law, or by death.
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4. Material change

Any change material to the risk and within the control and knowledge of the Insured avoids 

the contract as to the part affected thereby, unless the change is promptly notified in writing 

to the Insurer or its local agent; and the Insurer when so notified may return the 

unearned portion, if any, of the premium paid and cancel the contract, or may notify the 

Insured in writing that, if he desires the contract to continue in force, he must within fifteen 

(15) days of the receipt of the notice, pay to the Insurer an additional premium; and in 

default of such payment the contract is no longer in force and the Insurer shall return the 

unearned portion, if any, of the premium paid.

5. Requirements after loss

a. Upon the occurrence of any loss of or damage to the insured property, the lnsured 

shall, if the loss or damage is covered by the contract, in addition to observing the 

requirements of Conditions 9, 10 and 11:

i. forthwith give notice thereof in writing to the Insurer;

ii. deliver as soon as practicable to the Insurer a proof of loss verified by a statutory 

declaration,

1. giving a complete inventory of the destroyed and damaged property 

and showing in detail quantities, costs, actual cash value and particulars 

of amount of loss claimed,

2. stating when and how the loss occurred, and if caused by fire or 

explosion due to ignition, how the fire or explosion originated, so far as 

the Insured knows or believes,

3. stating that the loss did not occur through any wilful act or neglect or 

the procurement, means or connivance of the Insured,

4. showing the amount of other insurance and the names of other 

Insurers,

5. showing the interest of the lnsured and of all others in the property with 

particulars of all liens, encumbrances and other charges upon the 

property,

6. showing any changes in title, use, occupation, location, possession or 

exposures of the property since the issue of the contract,

7. showing the place where the property insured was at the time of loss,

iii. if required give a complete inventory of undamaged property and showing in 

detail quantities, cost, actual cash value;

iv. if required and if practicable, produce books of account, warehouse receipts 

and stock lists, and furnish invoices and other vouchers verified by statutory 

declaration, and furnish a copy of the written portion of any other contract.

b. The evidence furnished under Clauses 1 (c) and (d) of this condition shall not be 

considered proofs of loss within the meaning of Statutory Conditions 12 and 13.
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6. Termination

a. The contract may be terminated:

i. by the insurer giving to the insured fifteen (15) days' notice of termination by 

registered mail or 5 days' written notice of termination personally delivered; or

ii. by the insured at any time on request.

b. If the contract is terminated by the insurer:

i. the insurer must refund the excess of premium actually paid by the insured 

over the prorated premium for the expired time, but in no event may the 

prorated premium for the expired time be less than any minimum retained 

premium specified in the contract; and

ii. the refund must accompany the notice unless the premium is subject to 

adjustment or determination as to amount, in which case the refund must be 

made as soon as practicable.

c. If the contract is terminated by the insured, the insurer must refund as soon as 

practicable the excess of the premium actually paid by the insured over the short rate 

premium for the expired time specified in the contract, but in no event may the short 

rate premium for the expired time be less than any minimum retained premium 

specified in the contract.

d. The 15 day period referred to in subparagraph (1) (a) of this condition starts to run on 

the day the registered letter or notification of it is delivered to the insured's postal 

address. 

7. Fraud

Any fraud or wilfully false statement in a statutory declaration in relation to any of the above 

particulars, vitiates the claim of the person making the declaration.

8. Who may give notice and proof

Notice of loss may be given, and proof of loss may be made, by the agent of the Insured 

named in the contract in case of absence or inability of the Insured to give the notice or make 

the proof, and absence or inability being satisfactorily accounted for, or in the like case, or if 

the Insured refuses to do so, by a person to whom any part of the insurance money is payable.

9. Salvage

a. The Insured in the event of any loss or damage to any property insured under the 

contract, shall take all reasonable steps to prevent further damage to any such 

property so damaged and to prevent damage to other property insured 

hereunder including, if necessary, its removal to prevent damage or further damage 

thereto.

b. The Insurer shall contribute pro rata towards any reasonable and proper expenses in 

connection with steps taken by the Insured and required under subparagraph 1 of this 

condition according to the respective interests of the parties.
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10. Entry, control, abandonment

After loss or damage to insured property, the Insurer has an immediate right of access and 

entry by accredited agents sufficient to enable them to survey and examine the property, and 

to make an estimate of the loss or damage, and after the Insured has secured the property, a 

further right of access and entry sufficient to enable them to make appraisal or particular 

estimate of the loss or damage, but the Insurer is not entitled to the control or possession of 

the insured property, and without the consent of the Insurer there can be no abandonment 

to it of insured property.

11. When loss payable

The loss is payable within sixty (60) days after completion of the proof of loss, unless the 

contract provides for a shorter period.

12. Repair or replacement

a. The Insurer, instead of making payment, may repair, rebuild, or replace the property 

damaged or lost, giving written notice of its intention so to do within thirty days after 

receipt of the proofs of loss

b. In that event the Insurer shall commence to so repair, rebuild or replace the property 

within forty-five (45) days after receipt of the proofs of loss, and shall thereafter 

proceed with all due diligence to the completion thereof.

13. Action

Every action or proceeding against the Insurer for the recovery of any claim under or by virtue 

of this contract is absolutely barred unless commenced within one year next after the loss or 

damage occurs.

14. Notice

Any written notice to the Insurer may be delivered at, or sent by registered mail to, the chief 

agent or head office of the Insurer in the Province. Written notice may be given to the Insured 

named in this contract by letter personally delivered to him or by registered mail addressed to 

him at his latest post office address as notified to the Insurer. In this condition, the expression 

“registered” means registered in or outside Canada.

15. In case of disagreement

In the event of disagreement as to the value of the property insured, the property saved or the 

amount of the loss, those questions shall be determined by appraisal as provided under the 

Insurance Act before there can be any recovery under this contract whether the right to 

recover on the contract is disputed or not, and independently of all other questions. There 

shall be no right to an appraisal until a specified demand therefor is made in writing and until 

after proof of loss has been delivered.
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NOTICE CONCERNING PERSONAL INFORMATION
 

By purchasing insurance from certain Underwriters at Lloyd's, London (“Lloyd's”), a customer 

provides Lloyd's with his or her agreement to the collection, use and disclosure of personal 

information, including that previously collected, for the following purposes:

 the communication with Lloyd's policyholders

 the underwriting of policies

 the evaluation of claims

 the detection and prevention of fraud

 the analysis of business results

 purposes required or authorized by law

For the purposes identified, personal information may be disclosed to Lloyd's related or affiliated 

organizations or companies, their agents/mandataires, and to certain non-related or unaffiliated 

organizations or companies, including service providers. These entities may be located outside 

Canada therefore a customer's information may be processed in a foreign jurisdiction (the 

United Kingdom and the European Union) and their information may be accessible to law 

enforcement and national security authorities of that jurisdiction.

To obtain written information about Lloyd's policies and practices in respect of service providers 

located outside Canada, please contact the Ombudsman at info@lloyds.ca who will also answer 

customer's questions about the collection, use, disclosure or storage of their personal 

information by such Lloyd's service providers.

Further information about Lloyd's personal information protection policy may be obtained from 

the customer's broker or by contacting Lloyd's on: 514 861 8361, 1 877 455 6937, or through 

info@lloyds.ca.

 

LLOYD'S UNDERWRITERS POLICYHOLDERS COMPLAINT PROTOCOL
 

Lloyd's strives to enhance your customer experience with us through superior service and 

innovative insurance products.

We have developed a formal complaint handling protocol in accordance with the Insurance 

Companies Act of Canada to ensure your concerns as our valued customer are addressed 

expeditiously by our representatives. This protocol will assist you in understanding the steps we 

will undertake to help resolve any dispute which may arise with our product or service. All 

complaints will be handled in a professional manner. All complaints will be investigated, acted 

upon, and responded to in writing or by telephone by a Lloyd's representative promptly after the 
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receipt of the complaint. If you are not satisfied with our products or services, you can take the 

following steps to address the issue:

a. Firstly, please contact the broker who arranged the insurance on your behalf about your 

concerns so that he or she may have the opportunity to help resolve the situation.

b. If your broker is unable to help resolve your concerns, we ask that you provide us in 

writing an outline of your complaint along with the name of your broker and your policy 

number.

Please forward your complaint to:

Lloyd's Underwriters

Attention: Complaints Officer:

1155 rue Metcalfe, Suite 2220, Montréal (Québec) H3B 2V6

Tel: 1-877-455-6937     Fax: (514) 861-0470

E-mail: lineage@lloyds.ca

Your complaint will be directed to the appropriate business contact for handling. They will write 

to you within two business days to acknowledge receipt of your complaint and to let you know 

when you can expect a full response. If need be, we will also engage internal staff in Lloyd's 

Policyholder and Market Assistance Department in London, England, who will respond directly to 

you, and in the last stages, they will issue a final letter of position on your complaint.

In the event that your concerns are still not addressed to your satisfaction, you have the right to 

continue your pursuit to have your complaint reviewed by the following organizations:

General Insurance OmbudService (GIO) assists in the resolution of conflicts between insurance 

customers and their insurance companies. The GIO can be reached at:

Toll free number: 1-877-225-0446

www.giocanada.org

 For Quebec clients:

Autorité des marchés financiers (AMF). The regulation of insurance companies in Quebec is 

administered by the AMF. If you remain dissatisfied with the manner in which your complaint 

has been handled, or with the results of the complaint protocol, you may send your complaint to 

the AMF who will study your file and who may recommend mediation, if it deems this action 

appropriate and if both parties agree to it. The AMF can be reached at

Toll Free: 1-877-525-0337

Québec: (418) 525-0337

Montréal: (514) 395-0311

www.lautorite.qc.ca
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If you have a complaint specifically about Lloyd's Underwriters' complaints handling procedures 

you may contact the Financial Consumer Agency of Canada (FCAC).

Financial Consumer Agency of Canada (FCAC) provides consumers with accurate and objective 

information about financial products and services, and informs Canadians of their rights and 

responsibilities when dealing with financial institutions. FCAC also ensures compliance with the 

federal consumer protection laws that apply to banks and federally incorporated trust, loan and 

insurance companies. The FCAC does not get involved in individual disputes. The FCAC can be 

reached at:

427 Laurier Avenue West, 6th Floor, Ottawa ON K1R 1B9

Services in English: 1-866-461-FCAC (3222)

Services in French: 1-866-461-ACFC (2232)

www.fcac-acfc.gc.ca
 

SUBSCRIPTION NOTICE
 

IN CONSIDERATION OF THE INSURED having paid or agreed to pay each of the INSURERS 

named in the List of Subscribing Companies forming part hereof, or to INSURERS whose names 

are substituted therefor or added thereto by endorsement, hereinafter called “THE INSURERS”, 

the Premium set against its name in the List of Subscribing Companies (attached hereto),

THE INSURERS SEVERALLY AND NOT JOINTLY agree, each for the Sum(s) Insured or 

Percentage(s) and for the Coverage(s) Insured set against its name in the List of Subscribing 

Companies, and subject always to the terms and conditions of this Policy, that if a loss occurs for 

which insurance is provided by this Policy at any time while it is in force, they will indemnify the 

INSURED against the loss so caused; the liability of each insurer individually for such loss being 

limited to that proportion of the loss payable according to the terms and conditions of this Policy 

which the Sum Insured or the amount corresponding to the Percentage set against its name in 

the List of Subscribing Companies, or such other sum or percentage as may be substituted 

therefor by endorsement, bears to the total of the sums insured or of the amounts 

corresponding to the percentages of the sums insured respectively set out against the coverage 

concerned in the Declarations page(s).

Wherever in this Policy, or in any endorsement attached hereto, reference is made to “The 

Company”, “The Insurer”, “This Company”, “we”, “us”, or “our”, reference will be deemed to be 

made to each of the Insurers severally.

This policy is made and accepted subject to the foregoing provisions, and to the other provisions, 

stipulations and conditions contained herein, which are hereby specially referred to and made a 

part of this Policy, as well as such other provisions, agreements or conditions as may be endorsed 

hereon or added hereto.



34

CFC Underwriting Limited is Authorized and Regulated by the Financial Conduct Authority 
©1999-2020 CFC Underwriting Ltd, All Rights Reserved Cyber, Private Enterprise v3.0

IN WITNESS WHEREOF THE INSURERS through their representative(s) duly authorized by them 

for this purpose have executed and signed this Policy.

 

CODE OF CONSUMER RIGHTS AND RESPONSIBILITIES
 

Insurers (including Lloyd's Underwriters), along with the brokers and agents who sell home, auto 

and business insurance are committed to safeguarding your rights both when you shop for 

insurance and when you submit a claim following a loss. Your rights include the right to be 

informed fully, to be treated fairly, to timely complaint resolution, and to privacy. These rights are 

grounded in the contract between you and your insurer and the insurance laws of your province. 

With rights, however, come responsibilities including, for example, the expectation that you will 

provide complete and accurate information to your insurer. Your policy outlines other important 

responsibilities. Insurers and their distribution networks, and governments also have important 

roles to play in ensuring that your rights are protected.

RIGHT TO BE INFORMED

You can expect to access clear information about your policy, your coverage, and the claims 

settlement process. You have the right to an easy-to-understand explanation of how insurance 

works and how it will meet your needs. You also have a right to know how insurers calculate 

price based on relevant facts. Under normal circumstances, insurers will advise an insurance 

customer or the customer's intermediary of changes to, or the cancellation of a policy within a 

reasonable prescribed period prior to the expiration of the policy, if the customer provides 

information required for determining renewal terms of the policy within the time prescribed, 

which could vary by province, but is usually 45 days prior to expiry of the policy.

You have the right to ask who is providing compensation to your broker or agent for the sale of 

your insurance. Your broker or agent will provide information detailing for you how he or she is 

paid, by whom, and in what ways.

You have a right to be told about insurers' compensation arrangements with their distribution 

networks. You have a right to ask the broker or agent with whom you deal for details of how and 

by whom it is being paid. Brokers and agents are committed to providing information relating to 

ownership, financing, and other relevant facts.

RESPONSIBILITY TO ASK QUESTIONS AND SHARE INFORMATION

To safeguard your right to purchase appropriate coverage at a competitive price, you should ask 

questions about your policy so that you understand what it covers and what your obligations are 

under it. You can access information through one-on-one meetings with your broker or agent. 

You have the option to shop the marketplace for the combination of coverages and service levels 
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that best suits your insurance needs. To maintain your protection against loss, you must 

promptly inform your broker or agent of any change in your circumstances.

RIGHT TO COMPLAINT RESOLUTION

Insurers, their brokers and agents are committed to high standards of customer service. If you 

have a complaint about the service you have received, you have a right to access Lloyd's 

Underwriters' complaint resolution process for Canada. Your agent or broker can provide you 

with information about how you can ensure that your complaint is heard and promptly handled. 

Consumers may also contact their respective provincial insurance regulator for information. 

Lloyd's is a member of an independent complaint resolution office, the General Insurance 

OmbudService.

RESPONSIBILITY TO RESOLVE DISPUTES

You should always enter into the dispute resolution process in good faith, provide required 

information in a timely manner, and remain open to recommendations made by independent 

observers as part of that process.

RIGHT TO PROFESSIONAL SERVICE

You have the right to deal with insurance professionals who exhibit a high ethical standard, 

which includes acting with honesty, integrity, fairness and skill. Brokers and agents must exhibit 

extensive knowledge of the product, its coverages and its limitations in order to best serve you.

RIGHT TO PRIVACY

Because it is important for you to disclose any and all information required by an insurer to 

provide the insurance coverage that best suits you, you have the right to know that your 

information will be used for the purpose set out in the privacy statement made available to you 

by your broker, agent or insurance representative. This information will not be disclosed to 

anyone except as permitted by law. You should know that Lloyd's Underwriters are subject to 

Canada's privacy laws - with respect to their business in Canada.

 

ONTARIO COMMERCIAL LIABILITY NOTICE
 

Notice to Insureds:

Pursuant to 

the

Freedom Of Information and Protection Of Privacy Act,

R.S.O. 1990, c.F.31 (as amended)

 



36

CFC Underwriting Limited is Authorized and Regulated by the Financial Conduct Authority 
©1999-2020 CFC Underwriting Ltd, All Rights Reserved Cyber, Private Enterprise v3.0

IMPORTANT

The notice below applies to insurance contracts containing non automobile legal liability 

coverages in provinces where statistical data relating to such contracts must be reported to the 

Superintendent of Insurance.

 

LEGAL AUTHORITY FOR COLLECTION

Insurance Act, R.S.O. 1990, c.I.8, section 101(1).

Principal purpose for which personal information is intended to be used Information collected by 

insurers from insureds or supplied to insurers pertaining to the attached document will be used:

 to compile aggregate statistical data to be used in monitoring trends in the insurance 

industry; 

 to develop statistical exhibits to be used in monitoring the insurance industry;

 to respond to requests for customized statistical information on the insurance industry;

 to respond to inquiries on statistical information made to Office of the Superintendent of 

Insurance; and

 to use and disclose such information for purposes which are consistent with the 

previous clauses.

The Public Official who can answer questions about the collection is:

Manager, Statistical Services

Financial Services Commission of Ontario

5160 Yonge Street, 17th Floor

Box 85

North York, Ontario M2N 6L9

Telephone: (416) 250-7250

Fax: (416) 590-7070

FOI (11/1999)


